Journal of Food Law & Policy
Volume 8

Number 2

Article 8

2012

Food and Agricultural Security Strategy and Its Implementation
Under Public Health Security and Bioterrorism Preparedness and
Response Act of 2002
Vivek V. Nemane
University of Arkansas, Fayetteville

Follow this and additional works at: https://scholarworks.uark.edu/jflp
Part of the Administrative Law Commons, Disaster Law Commons, Food and Drug Law Commons,
Food Security Commons, Legislation Commons, National Security Law Commons, and the Public Law and
Legal Theory Commons

Recommended Citation
Nemane, V. V. (2021). Food and Agricultural Security Strategy and Its Implementation Under Public Health
Security and Bioterrorism Preparedness and Response Act of 2002. Journal of Food Law & Policy, 8(2).
Retrieved from https://scholarworks.uark.edu/jflp/vol8/iss2/8

This Article is brought to you for free and open access by ScholarWorks@UARK. It has been accepted for inclusion
in Journal of Food Law & Policy by an authorized editor of ScholarWorks@UARK. For more information, please
contact scholar@uark.edu.

FOOD AND AGRICULTURAL SECURITY STRATEGY AND ITS
IMPLEMENTATION UNDER THE PUBLIC HEALTH SECURITY
AND BIOTERRORISM PREPAREDNESS AND RESPONSE ACT OF
2002
Vivek V Nemane*
I.
II.

III.

IV.

V.
VI.
VII.

Introduction.
................................
...... 318
Overview of the US Bioterrorism Act and Relevant
Presidential Directive.........................321
A. US Bioterrorism Act of 2002................
........ 321
B. Homeland Security Presidential Directive........
...... 322
Key Federal Agencies Involved in the Protection of the US
Food and Agriculture System....
..................... 323
A. Department of Homeland Security (DHS)........
...... 323
B. United States Department of Agriculture (USDA)..............325
C. Food and Drug Administration (FDA)...........
...... 326
D. Environmental Protection Agency (EPA).....
...........327
Regulatory Framework........................327
A. Prior Notice of Food Imports..........
............ 328
B. Administrative Detention.
...........
.............. 330
C. Registration of Facilities.....................
...... 331
D. Establishment and Maintenance of Records.......
..... 332
E. Control of Biological Agents......................334
F. Protection of Drinking Water Infrastructure.......
..... 335
Assessment of Compliance with the Agricultural
Bioterrorism Regulations
............................. 337
Analyzing the Implementation Constraints.
.................. 339
A. International Compliance.............
........... 343
Conclusion......................................345

LL.M., University of Arkansas School of Law. I wish to express my deepest
gratitude to Prof. Susan Schneider, Director, LL.M. Program in Agriculture & Food
Law, University of Arkansas. I thank Prof Eric Wailes, L.C. Carter Endowed Chair
Professor of Agricultural Economics, University of Arkansas for the opportunity to
serve as his research assistant on the project titled "A study of Agricultural
Bioterrorism Preparedness in the Arkansas Grain and Oilseed Industry."
*

317

318

JOURNAL OF FOOD LAW & POLICY

[VOL. 8

I. INTRODUCTION
The U.S. agricultural system can be described as concentrated,
specialized and industrialized.' A typical food chain generally involves
agricultural production, storage, processing and distribution.2 In the U.S.
agricultural and food system, most production, distribution and processing
is done in a consolidated and centralized manner.3
The incident on September 11, 2001 demonstrated the vulnerability of
the United States to further terrorist attacks.4 Subsequent biological
terrorism, including anthrax attacks, emerged as one of the potential
threats.5 After the attacks of 9/11, Tommy Thompson, who served as the
U.S. Secretary of Health and Human Services, expressed his serious
concern and dissatisfaction with U.S. security preparation and warned of a
threat to the U.S. agriculture and food system.
The recent E. coli outbreaks demonstrate the starkest reality and
intensity of a possible agricultural bioterrorism attack.7 A case of Hepatitis
A outbreak in Pittsburgh raised the safety concerns over imported produce. 8
While most instances involve unintentional contamination, deliberate acts
have also occurred. Previous agricultural bioterrorism events include a
deliberate use of salmonella bacteria to contaminate salad bars in Oregon
by a cult group which resulted in the ill-health of seven hundred and fifty
people,9 intentional contamination of meat with nicotine by an employee at
a supermarket in Michigan which resulted in the ill-health of ninety two

1. See Neil D. Hamilton, Agriculture Without Farmers? Is Industrialization
RestructuringAmerican Food Production and Threatening the Future of Sustainable
Agriculture? 14 N. ILL. U. L. REV. 613 (1994).
2. WORLD HEALTH ORGANIZATION (WHO), TERRORIST THREATS To FOOD,
GUIDANCE FOR ESTABLISHING AND STRENGTHENING PREVENTION AND RESPONSE

SYSTEMS

13

(May

2008

Revision),

http://www.who.int/foodsafety/

publications/general/en/terrorist.pdf [hereinafter WHO REPORT].
3.

See BARBARA A. R.AsCO & GLEYN E. BLEDSOE, BIOTERRORISM AND FOOD

SAFETY 4 (CRC Press 2005).
4.

JiM MONKE, AGROTERRORISM: THREATS AND PREPAREDNESS

CRS-i, Cong.

Research Serv., CRS Report for Congress Order Code RL32521, (March 12, 2007)
availableat http://www.fas.org/sgp/crs/terror/RL32521.pdf.
5.
6.

RASCO & BLEDSOE, supra note 3, at 2.
MONKE, supra note 4, at 4.

7. See, e.g., Food and Drug Administration (FDA), FDA finalizes report on 2006
spinach outbreak, http://www.fda.gov/NewsEvents/Newsroom/PressAnnouncements/
2007/ucm 108873 (last visited Dec. 17, 2012)
8.

David M. Brown, HepatitisA cases stabilizing locally, Tribune Review (Dec 27,

2003),http://triblive.com/x/pittsburghtrib/news/regional/s171946.html
#axzz2DTkNzUWR.
9.

MONKE, supra note 4, at 12.
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people,'o and use of shigella by a hospital laboratory employee which
caused food poisoning."
Disruption of the complex food system is the obvious intention of any
agricultural bioterrorist attack.12 The impact is worsened by the loss of
consumer confidence with an associated negative impact on the national
economy.13 The possibility of such an attack has been reported by the
Central Intelligence Agency.14
Agricultural bioterrorism is described by using different
terminologies. Agroterrorism is defined as a "deliberate introduction of an
animal or plant disease with the goal of generating fear over the safety of
food, causing economic losses, and/or undermining social stability."" The
World Health Organization defined the term "food terrorism" as "an act or
threat of deliberate contamination of food for human consumption with
biological, chemical and physical agents or radionuclear materials for the
purpose of causing injury or death to civilian populations and/or disrupting
social, economic or political stability."1
The Biological Weapons Antiterrorism Act of 1989 and The Defense
against Weapons of Mass Destruction Act of 1996 did not explicitly
address the concerns of agroterrorism.' 7 President Bush expressly
recognized the threat of agricultural bioterrorism and announced the
national policy to defend the nation's agriculture and food system against
potential terrorist attacks." Considering the need of proactive solutions to

10. UNITED STATES DEPARTMENT OF AGRICULTURE (USDA), OFFICE OF INSPECTOR
GENERAL SEMIANNUAL REPORT TO CONGRESS, No. 49, 7 (June 2003), available at

http://www.usda.gov/oig/webdocs/SARC0603.pdf.
11. Kevin H. Govern, AgroterrorismAnd Ecoterrorism:A Survey Of Indo-American
Approaches Under Law And Policy To Prevent And Defend Against These Potential
Threats Ahead, 10 FLA. COASTAL L. REV. 223, 241-42 (2009) (discussing potential

Agroterrorist or Ecoterrorist Goals).
12. MONKE, supra note 4, at 2.
13. RASCO & BLEDSOE, supra note 3, at 25.
14. U.S. GEN. ACCOUNTING OFFICE,
TERRORISM:
CHEMICAL

GAO/NSIAD-99-163,

NEED FOR COMPREHENSIVE THREAT AND
17-18
ATTACKS
BIOLOGICAL
AND

COMBATTING
RISK ASSESSMENTS OF

available at
(2009),
http://www.gao.gov/archive/l999/ns99163.pdf.
15. MONKE supra note 4, summary page.
16. WHO REPORT, supra note 2, at 4.
17. The Biological Weapons Antiterrorism Act of 1989, Pub. L. No. 101-298, 104
stat. 201, 18 U.S.C. § 175 (2006); The Defense Against Weapons of Mass Destruction
Act of 1996, Pub. L. No. 104-201, 110 stat. 2715, 50 U.S.C. § 2301 (2006).
18. DEPARTMENT OF HOMELAND SECURITY (DHS), HOMELAND SECURITY
PRESIDENTIAL DIRECTIVE/HSPD-9, DEFENSE OF UNITED STATES AGRICULTURE AND

FOOD (January 30, 2004), available at http://www.fas.org/irp/offdocs//nspdIhspd9.html.
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deal with constantly emerging terrorist groups, and the concerns of
agroterrorism, U.S. government enacted the Public Health Security and
Bioterrorism Preparedness and Response Act of 2002.19
Government agencies have promulgated regulations to implement the
U.S. Bioterrorism Act but it is often difficult to identify actual constraints
in the implementation. Hence, this paper analyzes food and agriculture
security strategy in the context of the Bioterrorism Act. The article is
divided into 6 segments. Part I provides a summary of the U.S.
Bioterrorism Act of 2002 provisions that deal with the protection of the
food and agriculture system and also outlines various existing statutes that
are relevant for the genesis of the U.S. Bioterrorism Act.
Part II explores the role of federal agencies responsible for the
protection of the U.S. food and agriculture system and the various strategic
initiatives taken in implementing the U.S. Bioterrorism Act.
Part III of the article describes the regulatory framework for the
implementation of the Act and examines the approaches adopted by the
respective agencies to enforce the regulations.
In order to analyze the implementation of the Act, part IV discusses a
project study on the assessment of agricultural bioterrorism preparedness in
the state of Arkansas. The research project helps in analyzing the
enforcement status of the agricultural bioterrorism regulations at the state
level. In Part V, the project study, when analyzed through the lens of
regulations, shows specific constraints in agency cooperation due to the
overlapping of agency functions. Although it is beyond the scope of this
article to discuss the international issues pertaining to the U.S. Bioterrorism
Act in detail, considering the globalized nature of the agriculture and food
system, a separate paragraph in part V describes the international
complexities involved in the implementation of U.S. Bioterrorism Act
regulations.
The article concludes that the food and agricultural security strategy
under the U.S. Bioterrorism Act does not address all security concerns, and
shortcomings exist at the enforcement level as well. The enforcement
efforts need to be strengthened equally at all the levels of government.

19.

MONKE, supra note 4, at 13.
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II. OVERVIEW OF THE U.S. BIOTERRORISM ACT AND RELEVANT
PRESIDENTIAL DIRECTIVE

A. U.S. BioterrorismAct of2002
The U.S. Bioterrorism Act of 2002 was enacted "[t]o improve the
ability of the United States to prevent, prepare for and respond to

bioterrorism and other public health emergencies." 20 One of the important
features of the U.S. Bioterrorism Act of 2002 is its emphasis on prevention,
a change from prior legislation that focused on punishment after an incident
had occurred.21 The U.S. Bioterrorism Act does not address food safety in
general; its focus is to prevent intentional contamination. 22
Title II, Subtitle B (Section 211 to 213) is called as the "Agricultural
Bioterrorism Protection Act of 2002.",23 It deals with the regulation of
certain biological agents and toxins that are potentially harmful to animals
or plants or animal or plant products to be determined by the Secretary of
Agriculture.2 4 The publication of a list of the biological agents and safety
regulations of the listed agents and toxins is administered by the Secretary
of Agriculture.2 5
Title III, Subtitle A (Section 301 to 315) deals with the protection of
the food supply. According to this part, the President's Council on Food
Safety should develop a crisis communication and education strategy
towards food safety and security. 26 Preventive strategy in this part deals
with the mitigation of threats due to food adulteration.2 7 Further provisions
28
deal with the food supply protection strategy with its focus on detention,
registration,29 maintenance of records30 and the safety of imported food.3 1

20. Public Health Security and Bioterrorism Preparedness and Response Act of
2002, Pub. L. No. 107- 188, 116 stat. 594 (codified in scattered sections of 7, 18, 21,
29, 38, 42 and 47 U.S.C.) [hereinafter U.S. Bioterrorism Act of 2002].
21. The Biological Weapons Antiterrorism Act of 1989, Pub. L. No. 101-298, 104
stat. 201, 18 U.S.C. § 175 (2006); The Defense Against Weapons of Mass Destruction
Act of 1996, Pub. L. No. 104-201, 110 stat. 2715, 50 U.S.C. § 2301 (2006).
22. Caroline Smith DeWaal, Food Safety And Security: What Tragedy Teaches Us
About Our 100-Year-Old Food Laws, 40 VAND. J. TRANSNAT'L L. 921, 924 (October,
2007).
23. U.S. Bioterrorism Act of 2002, 7 U.S.C. § 8401 note (2006).
24. 7 U.S.C. § 8401.
25. Id.
26. U.S. Bioterrorism Act of 2002 §301(a), 21 U.S.C. § 341 (2006).
27. U.S. Bioterrorism Act of 2002 §302, 21 U.S.C. § 381 (2006).
28. U.S. Bioterrorism Act of 2002 §303, 21 U.S.C. § 334 (2006).
29. U.S. Bioterrorism Act of 2002 §305, 21 U.S.C. § 350d (2006).
30. U.S. Bioterrorism Act of 2002 §306, 21 U.S.C. § 350c (2006).
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Subtitle C (Section 331 to 336) has incorporated general provisions to
improve agricultural security with its emphasis on animal and plant health
inspections,32 food safety inspection, agricultural biosecurity,34 animal
enterprise terrorism, 35 and research and development activities. 36
Title IV (Section 401 to 403) adds several provisions to the Safe
Drinking Water Act, 37 known as drinking water security and safety
amendments.
B. Homeland Security PresidentialDirective
President Bush issued Homeland Security Presidential Directives
(HSPD) to outline the objectives and strategies for the prevention of
agroterrorism. 3 8
Homeland Security Presidential Directive/HSPD-9, issued in January
2004, is the most important directive for the protection of the food and
agricultural system. 39 HSPD-9 defines a national policy to protect and
defend the U.S. agriculture and food system. 40 Also, the objectives and
roles of federal agencies involved are expressly stated in HSPD-9. 4 1 United
States Department of Agriculture (USDA), Department of Health and
Human Services (HHS), Environmental Protection Agency (EPA) and
Department of Homeland Security (DHS) are responsible for the post-event
recovery system which involves stabilization of agriculture production and
removal and disposal of contaminated animals, plants and food products.

31. U.S. Bioterrorism Act of 2002 §304, 21 U.S.C. § 335a (2006), §308, 21 U.S.C.
§ 381(2006), §309, 21 U.S.C. § 342(2006), §310,21 U.S.C. § 398 (2006).
32. U.S. Bioterrorism Act of 2002 §331, 7 U.S.C. § 8320 (2006).
33.
34.

35.

U.S. Bioterrorism Act of 2002 §332, 21 U.S.C. 679c (2006).
U.S. Bioterrorism Act of 2002 §§333-334, 7 U.S.C. § 3353 (2006).
U.S. Bioterrorism Act of 2002 §336, 18 U.S.C. § 43 (2006) (Section 336 states

the penalties for any offense causing intentional harm to the animals).
36. U.S. Bioterrorism Act of 2002 §335, 7 U.S.C. § 3354 (2006).
37. Safe Drinking Water Act, Pub. L. 93-523 (1974), 42 U.S.C. 300i, 300i-1, 300i2, 300i-3, 300g-3, 300j-1(2006).
38. U.S. GEN. ACCOUNTING OFFICE, GAO-05-214,

HOMELAND SECURITY, MUCH IS
BEING DONE To PROTECT AGRICULTURE FROM A TERRORIST ATTACK, BUT IMPORTANT
CHALLENGES REMAIN 13 (2005) available at http://www.gao.gov/new.items/

d05214.pdf (last visited Dec. 17, 2012).
39. HOMELAND SECURITY PRESIDENTIAL DIRECTIVE/HSPD-9, supra note 18.
40. Id.

4 1. Id.
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KEY FEDERAL AGENCIES INVOLVED IN THE PROTECTION OF
THE U.S. FOOD AND AGRICULTURE SYSTEM

A. Department OfHomeland Security (DHS)
After September 11, taking into account the danger of new acts of
terrorism involving new weapons and tactics, President Bush expressed a
need for protecting domestic security.42 The Homeland Security Act
consolidated different security agencies into a single domestic security
department known as the Department of Homeland Security (DHS). 43 DHS
plays a major role in the enforcement of regulations promulgated after the
enactment of the U.S. Bioterrorism Act of 2002. Regulatory functions of
the DHS are discussed in detail in part IV. Apart from the regulatory
functions, DHS has started innovative programs for the protection of U.S.
food and agriculture. Important DHS initiatives are as follows:
Identifying the need for critical infrastructure protection under the
HSPD-7, DHS emphasizes sector specific plans by USDA and FDA. These

plans are coordinated and administered by the Government Coordinating
45
Council." DHS has finalized guidelines for local level preparedness. The
guidelines encourage citizen participation in association with the
Corporation for National and Community Service (CNCs).46 Regular
meetings between a group of food industry representatives and the DHS are
conducted to ensure the participation of private industry in decision
making.47 Considering the importance of research and educational
activities, DHS has established the National Center for Food Protection and

42. DHS, SECURING THE HOMELAND STRENGTHENING THE NATION SEPTEMBER 11,
2001 AND ITS AFTERMATH 2, 3 available at http://www.dhs.gov/xlibrary/assets

/homeland securitybook.pdf (last visited Dec. 17, 2012).
43. Homeland Security Act of 2002, Pub. L. No. 107-296, 116 Stat. 2135, 6 U.S.C.
101 (2006).
44. DHS, HOMELAND SECURITY PRESIDENTIAL DIRECTIVE/HSPD-7 (Dec. 17, 2003)

availableat http://www.dhs.gov/xabout/laws/gc 1214597989952.shtm#1.
45. DHS, HOMELAND SECURITY PRESIDENTIAL DIRECTIVE/HSPD- 8 (Dec. 17, 2003)

available at http://www.dhs.gov/xabout/laws/gc_1215444247124.shtm; see also DHS,
(September 2007) available at
GUIDELINES
PREPAREDNESS
NATIONAL
http://www.dhs.gov/xlibrary/assets/NationalPreparednessGuidelines.pdf (last visited
Nov. 27, 2012).
Service,
Community
and
National
for
46. Corporation
http://www.nationalservice.gov/about/overview/index.asp(last visited Nov. 27, 2012).
47. See DHS, FOOD AND AGRICULTURE SECTOR-SPECIFIC PLAN 2010, available at

http://www.fda.gov/downloads/Food/FoodDefense/FoodDefensePrograms/UCM
3.pdf (last visited Dec. 17, 2012).
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Defense. 4 8 In addition, the Homeland Security Centers (HS- Centers)
program attempts to engage the academic community to ensure biosecurity
and food safety through research and educational efforts. 49 The agriculture
thrust area of the DHS Science and Technology Directorate supports the
intra-agency agro-defense research and development program at the Joint
Agro-Defense Office (JADO).50
HSPD-9 calls for the coordination between various federal agencies.
For the effective utilization of the HSPD-9 provision and as a coordinated
effort towards the prevention of agricultural bioterrorism, DHS, in
cooperation with other federal agencies, has developed the Strategic
Partnership Program Agroterrorism (SPAA) initiative to conduct
vulnerability assessments.52 It is a joint effort by the Federal Bureau of
Investigation (FBI), DHS, USDA and FDA in which any industry member,
trade association or state can voluntarily participate.53 The assessments are
conducted to check the production process of industries involved in food
and agriculture production. 54 "Criticality, Accessibility, Recuperability,
Vulnerability, Effect, Recognizability and Shock" are the six major factors
considered for the assessment; summarized as "CARVER + Shock
methodology.",5 The SPAA program facilitates assessment of food and
agriculture products or commodities and encourages interaction among
industry and government.56 Research gaps, mitigation strategies and good
security practices are identified at the end of each assessment.57

48. See National Center for Food Protection and Defense: A Homeland Security
Center of Excellence, http://www.ncfpd.umn.edu/index.cftm/abouloverview/ (last
visited Nov. 19, 2012).
49. DHS, HOMELAND SECURITY CENTERS OF EXCELLENCE, http://www.dhs.gov/

homeland-security-centers-excellence (last visited Nov. 19, 2012).
50. DANA A. SHEA ET AL., THE NATIONAL Bio- AND AGRO-DEFENSE

FACILITY:

17, (Congressional Research Service 2009), available at
http://www.fas.org/sgp/crs/terror/RL34160.pdf
51. See HOMELAND SECURITY PRESIDENTIAL DIRECTIVE/HSPD-9, supra
note 18.
52. FDA, STRATEGIC PARTNERSHIP PROGRAM AGROTERRORISM (SPAA) INITIATIVE
(Aug. 2005), available at http://www.fda.gov/Food/FoodDefense/FoodDefense
Programs/ucm080836.htm.
ISSUES FOR CONGRESS

53. Id
54. FDA, STRATEGIC PARTNERSHIP PROGRAM AGROTERRORISM (SPAA) INITIATIVE,
(Jul. 2006-Sept. 2007) available at
REPORT
STATUS
YEAR
SECOND

http://www.fsis.usda.gov/PDF/SPPASummaryReportl 1-6-07.pdf
55.
56.
57.

Id.
Id.
Id.
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In order to protect domestic infrastructure, DHS has developed a
domestic security management plan. For the implementation of this plan,
National Incident Management System (NIMS) and National Response
Framework (NRF) were established. NIMS is the incident command
system which coordinates responses between various levels of
government.59 NRF is the domestic incident management strategy to be
implemented in cooperation with public sector agencies, the private sector
and non-governmental organizations (NGOs).o
B. United States DepartmentofAgriculture (USDA)
USDA and U.S. Department of Health and Human Services (HHS)
are responsible for overseeing the compliance with registration
requirements by companies, laboratories and other entities which are
required to register the use of dangerous materials.61 USDA Office of Food
Defense and Emergency Preparedness Response coordinates infrastructure
development, surveillance, response and recovery. 62 Considering the
danger of both unintentional and deliberate introduction of animal diseases,
USDA has developed veterinary countermeasures known as National
Veterinary Stockpile (NVS). 63 The objective of NVS is to deploy
veterinary
countermeasures
including vaccines, pharmaceuticals,
equipment and commercial support services to a state in the event of an
animal disease outbreak. 6 In order to upgrade laboratory response
capabilities, USDA and HHS are building the laboratory networks through
the Integrated Consortium of Laboratory Networks (ICLN) established in
2005.65 The U.S. Bioterrorism Act of 2002 states that USDA, by regulation,

58. DHS, HOMELAND SECURITY PRESIDENTIAL DIRECTIVE/HSPD-5 (Feb. 28, 2003)
http://www.dhs.gov/xabout/laws/gc_1214592333605.shtm#1.

59. Id; see also Federal Emergency Management Administration (FEMA), National
Incident

Management

System

(NIMS),

(December

2008),

available

at

http://www.fema.gov/pdf/emergency/nims/NIMS core.pdf
60. DHS, NATIONAL RESPONSE FRAMEWORK (NRF) - FACT SHEET, available at
http://www.fema.gov/pdf/emergency/nrf/NRFOnePageFactSheet.pdf
(last
visited
January 6, 2011).
61. U.S. GEN. ACCOUNTING OFFICE, supra note 39, at 21.
62. USDA, Food Defense and Emergency Response, _http://www.fsis.usda.gov/
Food Defense %26 _EmergencyResponse/index.asp (last visited Nov. 19, 2012).
63. ANIMAL AND PLANT HEALTH INSPECTION SERVICE (APHIS), NATIONAL
VETERINARY STOCKPILE VERSION 2, PLANNING GUIDE FOR FEDERAL, STATE AND LOCAL
AUTHORITIES
1 (Jun.
2009),
available at
http://www.aphis.usda.gov
/animal health/emergencymanagement/downloads/nvs_planning guide ver2.pdf.
64. Id. at 7.
65. Integrated Consortium of Laboratory Networks (ICLN), http://www.icln.org/
(last visited Nov. 19, 2012).

326

JOURNAL OF FOOD LAW & POLICY

[VOL. 8

has to identify potential biological toxins and agents that "pose a severe
threat to animal or plant health, or to animal or plant products." 6 6 Per the
Act, there are some "overlap agents and toxins," the classification of which
should be administered by "Interagency Coordination" procedures. 67
Animal identification and traceability measures are critical for the
protection against diseases like BSE and FMD.6 ' DHS-USDA Joint
Modeling Operational Capability coordinates response plans to outbreaks
of selected foreign animal diseases.69
C. Food andDrugAdministration (FDA)
Under the U.S. Bioterrorism Act of 2002, FDA is directed to increase
the protection against contaminated food entering the supply system. 70 The
U.S. Bioterrorism Act of 2002 mandates that the FDA has to identify and
list potential biological toxins and agents that "pose a severe threat to
public health and safety." 7 1 The Act requires FDA to issue recordkeeping
regulations.72
Fresh produce is also identified as a major food safety risk.7 ' FDA
investigates the food chain through its trace back system, followed by a
voluntary recall procedure.74 The traceability effort by the fresh produce
industry is a novel approach adopted by private industries. FDA's
CFSAN formed a Produce Safety Staff to work on detection and analysis of

66. U.S. Bioterrorism Act of 2002 § 212, 7 U.S.C. § 8401(a)(1)(A) (2006).
67. U.S. Bioterrorism Act of 2002 § 221, 7 U.S.C. § 8411(a)(2)(A) (2006).
68. The Animal Enterprise Terrorism Act, Pub. L. No. 109-374, 120 stat 2652, 18
U.S.C.A. § 43 (2006); see also Margaret Rosso Grossman, Animal Identification And
Traceabilityunder the US NationalAnimal IdentificationSystem, 2 J. FOOD L. & POt'Y

231, 233 (2006).
69. DHS, "SCIENCE

AND TECHNOLOGY RESEARCH AND TRANSITIONING PRODUCTS
INTO USE" Hearing before the House Committee on Appropriations,Subcommittee on

Homeland Security, (March 26, 2009) (Testimony of Acting Under Secretary Bradley I.
Buswell,
Science
and
Technology
Directorate),
available
at
http://www.dhs.gov/ynews/testimony/testimony_1238089175289.shtm.
70. U.S. Bioterrorism Act of 2002 § 302, 21 U.S.C. § 381 (2006).
71. U.S. Bioterrorism Act of 2002 § 201(a), 42 U.S.C. § 262a (2006).
72. U.S. Bioterrorism Act of 2002 § 306(a), 21 U.S.C. § 350c (2006).
73. U.S. GovT. ACCOUNTABILITY OFFICE, IMPROVEMENTS NEEDED IN FDA
OVERSIGHT OF FRESH PRODUCE 1 (2008), available at http://www.gao.gov
/new.items/d081047.pdf.
74. How
FDA
Works
To
Keep
Produce
Safe,
DRUGS.COM,
http://www.drugs.com/fda-consumer/how-fda-works-to-keep-produce-safe-66.html
(last visited Nov. 27, 2012). see also Subcommittee on Regulations and Healthcare
Hearing on Impact of Food Recalls on Small Businesses, 11Ith Congress (2009).
75. The Produce Traceability Initiative, http://www.producetraceability.org/ (last
visited Nov. 26, 2012).
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pathogens in fresh produce, but the integration of scientific knowledge and
information is identified as a major gap.76
D. EnvironmentalProtection Agency (EPA)

Natural resources are critical components of U.S. national security.77
The U.S. Bioterrorism Act of 2002 named EPA as the lead agency to
prevent any possibility of water terrorism.78 According to the Act's
requirements, EPA must administer a community water system serving
more than 3300 persons. 79 The completion of a vulnerability assessment
and the Emergency Response Plan are the pre-requisites to comply with the
requirements.8o EPA's pesticide regulatory authority is closely linked with
water contamination.8 1
IV.

REGULATORY FRAMEWORK

Legislation and regulation are the essential tools in the hands of the
government. 82 Different units of the government attempt to implement the
regulations as per their prescribed authority. 8 3 The General Accounting
Office (GAO) has criticized the complexity of the U.S. food safety system
which is governed by thirty major laws being implemented by fifteen
different agencies.
76. U.S. GOVT. ACCOUNTABILITY OFFICE, GAO-10-182R, FOOD SAFETY: FDA HAs
BEGUN TO TAKE ACTION To ADDRESS WEAKNESSES IN FOOD SAFETY RESEARCH, BUT
GAPS REMAIN 20 (2010), available at http://www.gao.gov/new.items/dl0182r.pdf.
77. See Kristen D. Wheeler, Homeland Security and Environmental Regulation:
Balancing Long Term Environmental Goals With Immediate Security Needs, 45

L.J. 437, 447 (2006).
78. U.S. Bioterrorism Act of 2002 § 401, 42 U.S.C. § 300i-2 (2006); see also
ENVIRONMENT PROTECTION AGENCY (EPA), Requirements of the Public Health
WASHBURN

Security and Bioterrorism Preparedness and Response Act of 2002 (Bioterrorism Act),
(last
http://water.epa.gov/infrastructure/watersecurity/lawsregs/bioterrorismact.cfn
visited Nov. 26, 2012).
79. U.S. Bioterrorism Act of 2002 § 401, 42 U.S.C. § 300i-2 (2006).
80. Id.
81. See Richard A. Merrill & Jeffrey K. Francer, Organizing Federal Food Safety
Regulation, 31 SETON HALL L. REv. 61, 86 (2000); see also EPA, Pesticides: Health
And Safety, http://www.epa.gov/pesticides/health/human.htm (last visited Nov. 26,
2012).
82. See Michael T. Roberts, Role of Regulation in Minimizing Terrorist Threats
Against the Food Supply: Information, Incentives, and Penalties, 8 MINN.J.L. SCi &
TECH.

199, (2007).

83. Id. at 199-200.
84. U.S. GEN. ACCOUNTING

OFFICE, FEDERAL FOOD SAFETY AND SECURITY
SYSTEM: FUNDAMENTAL RESTRUCTURING IS NEEDED To ADDRESS FRAGMENTATION
AND OVERLAP 2 (2004), availableat http://www.gao.gov/new.items/d04588t.pdf
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After the enactment of the U.S. Bioterrorism Act of 2002, new rules
and regulations are being enacted by various agencies while responding to
the emerging food safety and security problems.85
A. PriorNotice ofFoodImports
Food supply in the U.S. includes imported food which is produced
and processed at various locations outside the nation. Considering the
threats of intentional tampering, it was necessary to upgrade FDA's
inspection capacities. According to GAO, FDA screens all the shipments
electronically although shipments may be released into domestic markets
without inspection."
The final rule on the "Prior Notice of Imported Food" implements
section 308 of the U.S. Bioterrorism Act.8 Per this regulation, a prior
notice of most human and animal foods, drinks and dietary supplements
imported or offered for import should be given to the FDA. 89 Any covered
article with inadequate prior notice can be refused. 90 Depending on the
mode of transportation, the prior notice must be received by the agency
between two and eight hours before a shipment's arrival at the U.S.
border 1 The objective of the prior notice requirement is to provide
information of the potentially high risk shipments beforehand; as the
shipments are dangerous for the public health and security.
Under the Bioterrorism Act, the interim final rule was issued by the
FDA on Oct. 10, 2003 which became effective from Dec. 12, 2003.92 The
final rule took effect on May 6, 2009. 9 Under the final rule, FDA

85. See Timothy M. Hammonds, It is Time to Designate a Single Food Safety
Agency? 59 FOOD AND DRUG L.J. 427, 428 (2004).
86. FDA, SAFETY OF IMPORTED FOODS, Hearing before the Permanent
Subcommittee On Investigations Senate Committee On Government Affairs (Sept. 24,
1998) (Statement of William B. Schultz) available at http://www.fda.gov/NewsEvents
/Testimony/ucml 15099.htm.
87. Eric M. Goldstein, Inspecting the Hands That Feed US: Requiring US. Quality
for All ImportedFoods, 7 WASH. U. GLOBAL STUD. L. REV. 137, 145 (2008).

88.
89.
90.
91.

21
21
21
21

U.S.C. §381 (2006); 21 C.F.R. § 1.277 (2010).
U.S.C. §381(m)(1) (2006); 21 C.F.R. §1.277.
C.F.R. § 1.283 (2010).
C.F.R. § 1.279 (2010). The time limitations are two hours, four hours, four

hours and eight hours for food arriving by road, rail, air and water respectively. Id.
92. 21 C.F.R § 1 (2010).

93. FDA, Fact Sheet on FDA's Food Bioterrorism Regulation: Final Rule- Prior
Notice

of

Imported

Food

Shipments,

http://www.fda.gov/Food/FoodDefense

/Bioterrorism/PriorNotice/ucml53720.htm (last visited Nov. 27, 2012).
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established Prior Notice System Interface 9 4 and CBP established an
Automated Broker Interface of the Automated Commercial System
(ABI/ACS) to receive and save information regarding imported food
products.9 5 FDA Prior Notice Review Center and CBP National Targeting
Center are allowed to take the enforcement actions against any violations.
Respective enforcement agencies reserved discretion to take further actions
in special circumstances. 97
FDA's PREDICT system oversees imported food safety by improving
the import screening mechanism and thereby detection of food borne
illnesses from imported food. 98 Certain gaps identified in the
implementation of the prior notice requirement are as follows:
1. CBP's computer system is not fully equipped to notify FDA or
FSIS about the imported food shipment arrival at the U.S. ports.99
2. Identification number of CBP and FDA for the imported food
items is not the same. oo
3. There are problems in managing the in-bond shipments which
informally enter in the U.S. commerce.10 1
4. The prior notice requirement compliance by CBP should avoid
unreasonable burden on the violators. 102
FSIS conducts equivalency investigation and approves the food
facilities. At the reinspection stations, shipments are checked to validate

94. 21 C.F.R. § 1.280 (2010). FDA PNSI is the online mechanism for submitting
prior notice of some shipments. Id.
95. Id.; see also CBP, Automated Broker Interface (ABI) and Contact Information,
http://www.cbp.gov/xp/cgov/trade/automated/automated systems/acs/acs abi-contact_
info.xml (last visited Dec. 17, 2012.
96. 21 C.F.R. §§ 1.283-284 (2010). Violations include: a) inadequate prior notice
(when there is no notice, inaccurate notice or untimely notice), b) failure of a foreign
facility to register, c) the absence of a Prior Notice confirmation. Id. The violations
were categorized on the basis of threat or intent of the particular act into category 1,
category 2 and category 3 violations. Id.
97. 21 C.F.R. § 1.284 (2010).
http://www.fda.gov/ForIndustry/Import
FDA,
Presentation,
98. Predict
Program/ucml72743.htm (last visited Nov. 25, 2012).
99. Jim Kouri, Danger: Food Supply Vulnerable to terrorism, Enter Stage Right

2009)
available
(October 26,
/articles/1 009/1009foodsafety.htm.
100. Id.

at

http://www.enterstageright.com/archive

10 1. Id.
102. FDA, DRAFT COMPLIANCE POLICY GUIDE,

Compliance Policy Guide for Sec.
110.310 Prior Notice of Imported Food Under the Public Health Security and
Bioterrorism Preparedness and Response Act of 2002 (May 6, 2009), available at

http://www.fda.gov/Food/FoodDefense/Bioterrorism/PriorNotice/ucml33278.htm
(discussing the violations of section 80 1(m) and section 801(1)).
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documentation and labeling requirements.' 03 The equivalency authority for
FDA may prove useful in ensuring the imported food safety. 1
B. Administrative Detention

The objective of administrative detention is to identify and remove
contaminated food. o Section 303 (a) of the U.S. Bioterrorism Act added
section 334(h) to the Federal Food Drug and Cosmetic Act.106 Under
Section 334(h) of the FD&C Act, once FDA has a credible evidence of
threat from any food article, it can take administrative action.'0 7 The
definition of food includes food and beverages for human and animal
consumption. 08 The section does not cover food regulated exclusively by
USDA, under the Federal Meat Inspection Act, the Poultry Products
Inspection Act, or the Egg Products Inspection Act.'0
Since the unintentional adulteration poses the same potential threat,
FDA has the authority to use administrative detention over all the imported
food both in intrastate and interstate commerce."o FDA can hold food and
initiate legal proceeding in a court of law."' Food can be seized and
permanently removed, 1 2 and FDA can tag or label food as "detained.".. A
detention order needs to be approved by the District Director or an official
senior to such director where the detained article of food is located.
Detained food must be removed to a secure facility and may be held for
thirty days.114 The food may not be released without the permission of
FDA. "' Perishable items are an exception and have been given 'within four

103. U.S. GEN. ACCOUNTING OFFICE, FOOD SAFETY: FEDERAL EFFORTS TO ENSURE
THE SAFETY OF IMPORTED FOODS ARE INCONSISTENT AND UNRELIABLE 17 (April 1998),
available at bttp://www.gao.gov/archive/1998/rc98103.pdf.
104. Goldstein, supra note 88, at 150.
105. U.S. G.P.0, IMPLEMENTATION OF THE FOOD SECURITY

PROVISIONS OF THE
PUBLIC HEALTH SECURITY AND BIOTERRORISM PREPAREDNESS AND RESPONSE ACT,

Hearing Before The Subcommittee On Health Of The Committee on Energy and
Commerce House of Representatives, 10 8th Congress, 2 nd Sess. (June 25, 2004)
(Statement of Lester M. Crawford).
106. Federal Food Drug and Cosmetic Act, 21 U.S.C. § 334(h) (2006).
107. Id.
108. 21 C.F.R. § 1.377 (2010).
109. Id.
110. 21 C.F.R. § 1.378 (2010).
111. 21 C.F.R. § 1.379 (2010).
112. Id.
113. 21 C.F.R. § 1.382 (2010).
114. 21 C.F.R. § 1.391 (2010).
115. 21 C.F.R. § 1.379 (2010).
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days' of the period.' 1 6 The detention order would be issued to the owner,
operator, or agent in charge of the place where the food is located." 7

C. Registration ofFacilities
According to the regulation on registration of facilities, all domestic
and foreign facilities that manufacture, process, pack or hold food for
human or animal consumption in the U.S. must register with the FDA.1
The objective of the requirement is to identify and locate the affected food
processors and other establishments." 9
According to the statute, certain facilities are exempted from the
registration of facilities requirement.120 The regulation expressly provides
that foreign facilities,121 farms,122 retail food establishments,12
restaurants,12 4 nonprofit food establishments,1 25 fishing vessels 26 and
certain facilities regulated by specific statutes are exempted from the
registration requirement. 2 7 Foreign facilities are exempted but they have to
28
register when no further processing or packaging is done outside the U.S.1
Thus for the foreign firms, two essential requirements are: a) The article of
food must be from a registered foreign manufacture,' 2 9 and b) A foreign
manufacturer registration number must be obtained.130 Farms are subject to
the registration requirement only when the food stored or processed on site
is under different ownership.' 3 ' Retail establishments and restaurants are
excluded from the requirement when their primary function is to sell food

116. 21 C.F.R. § 1.383 (2010).
117. 21 C.F.R. § 1.381 (2010).
118. 21 C.F.R. § 1.225 (2010).
119. Id.; see also FDA, COMPLIANCE POLICY GUIDE- Registration of Food Facilities
Under the Public Health Security and Bioterrorism Preparedness and Response Act of
2002, available at http://www.fda.gov/ICECI/ComplianceManuals/Compliance
PolicyGuidanceManual/ucml22876.htm (revised Aug. 2006),.
120. 21 C.F.R. § 1.226 (2010). Exempted facilities are: farms, retail food
establishments, restaurants, fishing vessels, facilities regulated exclusively by the
USDA, foreign facilities "if food from such facility undergoes further manufacturing or
processing (including packaging) by another facility outside the U.S. Id.
121. 21 C.F.R. § 1.226(a) (2010).
122. 21 C.F.R. § 1.226(b) (2010).
123. 21 C.F.R. § 1.226(c) (2010).
124. 21 C.F.R. § 1.226(d) (2010).
125. 21 C.F.R. § 1.226(e) (2010).
126. 21 C.F.R. § 1.226(f) (2010).
127. 21 C.F.R. § 1.226(g) (2010).
128. 21 C.F.R. 1.226(a) (2010).
129. 21 C.F.R. 1.225(a) (2010).
130. 21 C.F.R. 1.231(a)(4) (2010).
131. 21 C.F.R. § 1.227(a)(3)(i) (2010).
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directly to consumers. 132 Domestic facilities have to be registered whether
or not food from such facilities enters interstate commerce.
Failure to register is a prohibited act. 134 During the FDA or state
agency facility inspections, any domestic facility that fails to register must
be mentioned in the 'Establishment Inspection Report' by the FDA
personnel in charge of the inspection. The person in charge of inspection is
directed to convey such a failure to the district compliance branch.135
There are further provisions of the strict enforcement action on account of
violations of the rule.13 6
The obligation to have a designated U.S. agent for the registration of
foreign facilities under the regulation on registration of facilitiesl 37 and
compliance with the prior notice requirement' 38 discussed earlier is one of
the major drawbacks in terms of trade relations with other countries. The
requirement that companies must designate a U.S. agent imposes enormous
costs on a foreign food facility that seeks to access the U.S. market.1 39
Roughly around 200,000 foreign food facilities have registered with the

FDA. 140
D. Establishmentand MaintenanceofRecords
In order to trace the origins of food products and thus to increase the
pace of investigation in times of actual crisis, FDA proposed the final rule
on establishment and maintenance of records. 14 1 The recordkeeping
provisions were published in December 2004 and the FDA issued a

132.
133.
134.
135.
136.
137.

21 C.F.R §1.226(c)-(d) (2010); 21 C.F.R § 1.227(b)(10)-(11) (2010).
21 C.F.R. § 1.225(b) (2010).
21 C.F.R. 1.241(a) (2010).
FDA, COMPLIANCE POLICY GUIDE, supra note 121.
21 U.S.C. § 331(dd) (2006).
21 C.F.R § 1. 233(e) (2010).
138. 21 C.F.R. § 1.277 (2010).
139. 21 C.F.R. § 1.233(e) (2010); see also Claire S. Boisen, Title III of the

Bioterrorism Act: Sacrificing U.S. Trade Relations in the Name of Food Security, 56

AM. U. L. REV. 667, 668 (Feb. 2007). The comparison between food facilities, one
from Europe and another from U.S. and the effect of BT Act regulations on both of the
facilities wherein the U.S. facility has a competitive advantage. Id.
140. RENEE JOHNSON, THE FEDERAL FOOD SAFETY SYSTEM: A PRIMER 2, CRS (Jan
11, 2011) availableat http://fpc.state.gov/documents/organization/1 55616.pdf.

141. FDA, FDA Issues Final Rule on the Establishment and Maintenance of Records
to Enhance the Security of the U.S. Food Supply Under the Bioterrorism Act (Dec. 6,
2004), available at http://www.fda.gov/NewsEvents/Newsroom/PressAnnouncements
/2004/ucml08382.htm.
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guidance document regarding the implementation of these provisions. 4 2
Domestic persons that manufacture, process, pack, distribute, receive, hold,
or import and transport food are subject to this regulation. 143 Foreign
persons who only transport food in the United States are also covered by
the regulation. 1 "
The recordkeeping regulation implements section 306 of the U.S.
Bioterrorism Act of 2002. The records have to be retained depending on the
perishability of the food.145 FDA can inspect the records on a reasonable
belief that an article of food is adulterated and presents a serious threat of
adverse health consequences to humans or animals. 146 Records relating to
the ingredients of a food product, financial data, pricing data, personal data,
research and sales data are exempted from the FDA access.14 7 The
confidentiality of the information obtained under the record access
provision is assured under the Trade Secrets Act,14 8 FD&C Act,149 Freedom
of Information Act, 150 and the information disclosure regulations of the
FDA. 5 ' Businesses covered under the regulation had to comply by
December 9, 2005, with exceptions given to small and very small
businesses.152 Per this regulation, FDA regulated food facilities must
maintain records identifying the immediate previous source and the
immediate subsequent recipient of the food passing through the U.S. food

142. CSFAN, Questions and Answers Regarding Establishment and Maintenance of
Records, (Sept. 2006), available at http://www.fda.gov/Food/GuidanceCompliance
Regulatorylnformation/GuidanceDocuments/FoodDefenseandEmergencyResponse/uc
m062801.htm.
143. 21 C.F.R. § 1. 328 (2010).
144. 21 C.F.R. § 1.327(h) (2010).
145.

21 C.F.R.

§ 1.360 (2010).

146. 21 C.F.R. § 1.361 (2010).
147. 21 C.F.R. § 1.362 (2010).
148. 18 U.S.C. 1905 (2006).
149. 21 U.S.C. 331(j) (2006).
150. 5 U.S.C. 552 (2006).
151. 21 C.F.R. §§ 20-21 (2010).
152. 21 C.F.R. § 1.368 (2010). According to the regulation, businesses having 11-499
FTEs are considered as Small businesses and businesses having 10 or fewer FTEs are
considered as Very small businesses with June 9, 2006 and December 11, 2006 as time
limits respectively for the compliance. Id. FTE (Full Time Equivalent Employees)
means all individuals employed by the person claiming the exemption. Id.
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supply chain.153 The rule is also called a "one-up, one-back" traceability
model. 154
Recordkeeping also helps with safe and sanitary food transportation
but the FDA regulations are reported to be ineffective in the areas of
prescribing specific sanitation practices, temperature requirements,
logistical aspects and mixed loads.155
E. Control of Biological Agents
The present regulatory framework regarding control of biological
agents has evolved through the earlier enactments. The intentional use of
biological agents as a weapon was stated as a crime in the Biological
Weapons Anti- Terrorism Act of 1989; but the Act allowed their use for the
peaceful purposes.1 56 Possession of such an agent contrary to peaceful use
is defined as a crime under the Patriot Act. 57
After the enactment of the U.S. Bioterrorism Act of 2002, section 212
governs the regulations to control biological agents.' 8 The biological agent
regulatory framework balances the demand of research activities and
mitigates any potential threat.' 59 Animal and Plant Health Inspection
Service (APHIS) and CDC are the two agencies responsible for the
implementation of the biological agent regulations. 160 APHIS has
promulgated regulations relating to plants16 ' and animals,16 2 whereas CDC
has promulgated regulations relating to public health protection. 163 For the
purposes of these regulations, the biological agents are classified into the
following three categories on the basis of their potential to pose severe

153.

21 C.F.R. §§ 1.337,

1.345 (2010); see also FDA, Establishment and

Maintenance
of
Records
(2005),
available
at
http://www.fda.gov/Food/FoodDefense/Bioterrorism/RecordkeepingUCMO61476.
154. FDA, FDA Issues High on HHS OIG'S Enforcement Agenda, 15 No. 9 FDA
Enforcement Manual Newsl. 3 (Nov. 2006).
155. Julia Ariel Miller, The Regulation Of Sanitary Food Transportation In The
United States: A Slow Journey on a Long Road, 63 FOOD & DRUG L.J. 35, 66-73
(2008) (discussing the regulatory framework and practices in the area of safe and
sanitary food transport).
156. Biological Weapons Anti-Terrorism Act § 175, 18 U.S.C. § 175 (2006).
157. USA Patriot Act, Pub.L. 107-56, title VIII, § 817(3), Oct. 26, 2001, 115 Stat.

386, added item 175(b), 18 U.S.C. § 175(b) (2002).
158. Bioterrorism Act of 2012 § 212, 7 U.S.C. § 8401 (2006).
159.
160.

Id
Id

161.
162.

7 C.F.R. § 331 (2010) (relating to plants).
9 C.F.R. § 121(2010) (relating to animals).
42 C.F.R § 73 (2010) (relating to public health).

163.
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threat to plant health, animal health and human health.' 6" The three
categories are: a) Plant Protection and Quarantine (PPQ) select agents and
toxins,
b) Veterinary Services (VS) select agents and toxins,166 and c)
Overlap select agents toxins.' 67 According to the regulations, an individual
or entity must have a certificate of registration to possess, use or transfer
any select agent or toxin.'6 8 The responsibility of the registered select
agents or toxins must be assigned to the responsible official approved by
the USDA Administrator or HHS Secretary.169 Any individual, responsible
official or entity potentially going to work with the select agents must be
approved through Security Risk Assessments (SRA).' 70 There must be
restricted access to select agents and toxins,' 7 ' and a security plan must be
established which is sufficient to protect select agents or toxins.1 72 A
biocontainment or biosafety plan must be established and reviewed
annually. 7 3 Experiments involving the use of select agents and toxins must
be restricted. 7 4 Transfers of the agents must be limited,175 and proper
records must be maintained.' 76 The inspection of any facility site by APHIS
and/or CDC must be allowed.' 77 If the agents are lost or stolen, a report

164. Id.
165. 7 C.F.R. § 331.3 (2010) (relating to plants).
166. 9 C.F.R. § 121.3 (2010) (relating to animals).
167. 9 C.F.R. § 121.4 (2010) (relating to animals).
168. 7 C.F.R. § 331.7 (2010) (relating to plants); 9 C.F.R. § 121.7 (2010) (relating to
animals).
169. 7 C.F.R § 331.9 (2010) (relating to plants); 9 C.F.R. § 121.9 (2010) (relating to
animals).
170. 7 C.F.R § 331.7 (2010) (relating to plants); 9 C.F.R. § 121.10 (2010) (relating to
animals); see also Michael Greenberger et al., Governance and Biosecurity:
Strengthening Security and Oversight of the Nation's Biological agent laboratories,13
DEPAUL J. HEALTH CARE L. 77, 85 (2010) (discussing Security Risk Assessments).

171. 7 C.F.R. § 331.10 (2010) (relating to plants);
to animals).
172. 7 C.F.R. § 331.11 (2010) (relating to plants);
to animals).
173. 7 C.F.R. § 331.12 (2010) (relating to plants);
to animals).
174. 7 C.F.R. § 331. 13 (2010) (relating to plants);
to animals).
175. 7 C.F.R. § 331.16 (2010) (relating to plants);
to animals).
176. 7 C.F.R. § 331.17 (2010) (relating to plants);
to animals).
177. 7 C.F.R. § 331.18 (2010) (relating to plants);
to animals).

9 C.F.R. § 121.10 (2010) (relating
9 C.F.R. § 121.11(2010) (relating
9 C.F.R. § 121.12 (2010) (relating
9 C.F.R. § 121.13 (2010) (relating
9 C.F.R. § 121.16 (2010) (relating
9 C.F.R. § 121.17 (2010) (relating
9 C.F.R. § 121.18 (2010) (relating
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must be filed immediately."' Every individual seeking an access to the
facility must be provided with the training to address relevant risks posed
by the select agents and toxins.179
F. ProtectionofDrinking Water Infrastructure
The U.S. water system is vulnerable to a possible terrorist attack."
Water infrastructure security cannot be ignored since the possible attack on
the Los Angeles water supply using biological agent was identified by the
FBI in 1982.181 Water terrorism is a risk to both private and government
controlled water systems.' 82 Severe damage caused by the introduction of
contaminants in water distribution systems is a potential threat. 8 3 Bacteria
are transmitted from plant to plant by rainwater and irrigation runoff and
can cause serious plant diseases.18
The Safe Drinking Water Act governs the water security and regulates
the drinking water system.'" The Presidential Decision Directive 63
designated Environmental Protection Agency (EPA) for the water
infrastructure protection.186 President Bush signed the SDWA amendments
into law with the incorporation of provisions regarding vulnerability
assessment and the upgrade of the emergency response plan.'18 According
to the new amendments, public water systems are under the following

178. 7 C.F.R. § 331.19 (2010) (relating to plants); 9 C.F.R. § 121.19 (2010) (relating
to animals).
179. 7 C.F.R. § 331.15 (2010) (relating to plants); 9 C.F.R. § 121.15 (2010) (relating
to animals).
180. ENVIRONMENTAL PROTECTION AGENCY (EPA), Water Infrastructure,
http://water.epa.gov/infrastructure/watersecurity/index.cfm (last visited Dec. 17, 2012).
181. Itzchak E. Komfield, Terror in the water: Threats to Drinking Water and
Infrastructure,9 WIDENER L. Symp. J. 439, 446 (2002-2003).
182. See Steven D. Shermer, The Drinking Water Security and Safety Amendments of
2002: Is America's Drinking Water Infrastructure Safer Four Years Later? 24 UCLA
J. ENVTL. L. & POL'Y 355, 421 (2005-2006).

183. Id.
184. Anne Kohnen, Responding to the

Threat of Agroterrorism: Specific
Recommendationsfor the United States Department ofAgriculture, BCSIA Discussion

Paper 2000-29, ESDP Discussion Paper ESDP-2000-04, 19 John F. Kennedy School of
Government, Harvard University (Oct. 2000).
185. Safe Drinking Water Act, Pub. L. 93-523 (1974), 42 U.S.C. 300i, 300i-1, 300i2, 300i-3,300g-3, 300j-l(2006).
186. Presidential Decision Directive/NSC 63, Critical Infrastructure Protection, (May
22, 1998), availableat http://www.fas.org/irp/offdocs/pdd/pdd-63.htm.
187. U.S. Bioterrorism Act of 2002 § 401, 42 U.S.C. 300i-2 (2006).
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obligations: a) To prepare an emergency response plan;188 and b) Conduct
and submit vulnerability assessments to the EPA.'89
EPA has been successful in creating awareness through the
implementation of SDWA amendments.190 The U.S. Bioterrorism Act of
2002 amended SDWA but the SDWA amendments do not effectively
address all the water systems.191 One observation is that private water
companies are not as accountable as public entities.192 Moreover, private
companies may be less likely to cooperate with requirements such as
information disclosure, submission of required assessments and the
relevant security information.' 93
V. ASSESSMENT OF COMPLIANCE WITH THE AGRICULTURAL
BIOTERRORIsM REGULATIONS

A research project titled "A Study of Agricultural Bioterrorism
Preparedness in the Arkansas Grain and Oilseed Industry" 9 4 was
conducted by the Department of Agricultural Economics and Agribusiness,
University of Arkansas in 2010. The objectives of the project were: a) To
determine whether the grain and oilseed facilities in the state of Arkansas
were complying to meet biosecurity regulations; and b) To determine
whether the grain and oilseed facilities in the state of Arkansas were
prepared to meet biosecurity regulations. 95
The Arkansas grain, feed and oilseeds industry is a very important
part of its economy. The industry has to comply with the FDA regulations
discussed earlier. A compliance guide'96 prepared by the National Grain

188. Id.
189. Id.
190. Shermer, supra note 184, at 451.
191. See generally Varu Chilakamarri, A New Instrument in National Security: The
Legislative Attempt to Combat Terrorism via the Safe Drinking Water Act, 91 GEO. L.
J. 927 (2003).

192. Craig Anthony (Tony) Arnold, Water PrivatizationTrends in the United States:
Human Rights, NationalSecurity, and Public Stewardship, 33 WM. & MARY ENVTL. L.
& POL'Y REV. 785, 826 (2009).
193. Id.
194. Eric J. Walles, Rita Carrelra, Diana M. Danforth and Vivek Nemane, Prepared
for Bioterrorism Events? A Study of the Grain and Oilseed Sector, Department of
Agricultural Economics and Agribusiness, University of Arkansas (2011).
195. Id.
196. Randall C. Gordon & David A. Fairfield, National Grain and Feed Association,
FDA'S Bioterrorism Recordkeeping Regulations, A Compliance Guide for Grain
Elevators, Feed Manufacturers, Feed Dealers, Integrators, Grain Processors and
Transporters(April, 2006).
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and Feed Association describes the regulations applicable to grain and
oilseed facilities as follows:
A. Registration of food processors: Domestic and foreign facilities
(and their U.S. agents) that manufacture, process, pack or hold food for
human or animal consumption in the U.S. were to be registered with the
FDA.197 According to the registration requirement, all establishments at
which food is manufactured or processed, packed or held are required to be
registered.' 98 The "collecting facilities" are described as the facilities that
store or hold food, such as silos or grain elevators; hence such a facility
must be registered with the FDA because food is held by the facility.' 9 9
Facility registration is required for grain elevators, feed mills, flour mills,
corn and oilseed processors, pet food manufacturers, renderers and
others.2 00 The information mainly comprises of the description of food
products including their brand names and general food categories along
with the facility address and the contact information.20'
B. Maintenance of records: Facilities are required to establish and
maintain records containing information that is "reasonably available." 2 02
The information includes:
a) Immediate previous source (the seller)
b) Immediate subsequent recipient (the buyer)
c) The dates of inbound and outbound shipments
d) Type and quantity of agricultural commodity received and shipped
e) Identity and contact information of the transporter 20 3
During the course of this project, a survey questionnaire was sent out
to all Arkansas grain and feed elevators and processors, as well as seed and
feed dealers to solicit information regarding the existence and response to
agroterrorism in the grain, feed, seed and oilseed sector; 48 facilities
responded to the survey. 204 The objective of the survey was to assess the
preparedness of the industry in dealing with a potential agroterrorism
event. 2 05 Information on facility type, size and history of vandalism,
unauthorized entry, intentional contamination, sabotage, theft or threats
was obtained.206 Information on testing procedures to identify any

197.
198.
199.

Id.
Id
Id; 21 C.F.R. §§ 1.225, 1.227(b)(5) (2010).
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categorized biological agent and the information on plant security was also
obtained.207 Moreover, the study assessed whether changes to preparedness
had changed following the enactment and implementation of the
Agriculture Bioterrorism Act of 2002.208
The assessment provides a useful evaluation of the readiness of the
Arkansas grain and oilseed industry to address the potential agricultural
bioterrorism threat. The results also reflect the implementation constraints.
The study found that 12% of the facilities do not have recordkeeping
systems that track commodities.209
210
Over two-thirds of the facilities do not have quarantine procedures.
Employee training for security and disaster-specific employee
training were adopted by only 19% of facilities after the enactment of
2002.211

Currently 7% facilities do not have employees trained to report any
suspicious activity.212
79% facilities do not have computer and on-line security facilities and
86% facilities do not have the formal agreement with first responders.213
About half of the facilities do not have computer security measures,
214
disaster training or first responder agreements.
Survey responses also indicated that security measures had a
prohibitive cost for smaller operations.2 15
Few amongst the facility owners are not concerned enough about the
overall security measures and the level of knowledge of decision makers
regarding security issues is not very thorough.2 16
VI.

ANALYZING THE IMPLEMENTATION CONSTRAINTS

The current food safety system has evolved over the years by
217
Prior to the U.S. Bioterrorism Act
responding to various threats.
regulations, defense efforts were focused on prohibiting criminal offenses
like theft or misappropriation of the food stocks, whereas the focus of the
new regulations is on the protection from incidences of food adulteration
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and large scale agricultural devastation. 2 18 The U.S Bioterrorism Act of
2002 and the implementation of regulations connote a change in the food
defense system.21 9 Various constraints in the implementation of the U.S.
Bioterrorism Act regulations are discussed in the following paragraphs.
The U.S. Bioterrorism Act regulations help to build a database of
information which enhances the capacity of government agencies to trace
any potential agricultural bioterrorism threat but the government agencies
cannot access trade secrets and certain information categorized as
"confidential." 220 The exemptions for certain entities in the registration
requirement and the FDA and USDA's lack of authority to impose security
requirements at food processing facilities, 22 1 are a few constraints that need
to be addressed. It is noted that, granting exemption to any of the entities
might increase the chances of potential threats.222
The current framework to control biological agents is regulated
through the select agent program. Although strict regulations are required
for the control of biological agents from being misused; scientific
223
innovations cannot be suppressed under the garb of regulations. Inorder
to protect scientific innovations relevant to the biological agents,
development of an international framework by initiating a dialogue on the
importance of bioethics is suggested. Such a dialogue will lead to the
formation of a coherent code of conduct for scientists, scholars and
laboratory workers.224
With regard to the protection of critical water infrastructure, the U.S.
Bioterrorism Act does not require private companies to comply with the
EPA regulations. This problem will be more consistent because
privatization of water services is seen as an increasing trend in the United
States.225
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Studies have shown that food processing facilities are inadequately
protected from deliberate contamination. In 2003, it was observed that food
processing facilities in the U.S. may be susceptible to deliberate
contamination due to lack of adequate security and safety preparedness
measures. 22 6 With the insufficient surveillance means, facilities partially
follow commodity testing and product recall procedures. 2 27
The Arkansas Research Project discussed previously describes the
continuing inadequacy in the grain and oilseed facilities at the state level
for relatively small scale operations. The study suggests that the
implementation of the U.S. Bioterrorism Act regulations is not satisfactory.
Efforts are required in terms of regulatory enforcement and awareness
regarding the compliance requirements.
Budgetary constraints can be stated as a possible cause for inability of
the government agency (here FDA, USDA) to provide sufficient resources
for the upgrade of security measures at food facilities.
The Arkansas Research Project raises questions regarding the
enforcement of regulations at the state and local levels. Inadequate funding
can be stated as the basic reason behind poor enforcement. The CSPI report
states that 40% of all food-borne outbreaks are connected to FDA regulated
foods, 228 but FY2010 budget for foods was $ 784.1 million, which is very
little compared to the FY2010 budget of over $ 1000 million for FSIS.22 9
The dissemination of federal government funding for the local enforcement
initiatives is very important.230 USDA can support local level programs
through the allocation of loans and grants. Through the Stafford Act,
federal assistance can be mobilized towards state and local efforts.23 1

ownership of government water systems owing to future profits, favorable tax structure
and the influence of global trend).
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Enforcement initiatives and preventive strategies should be implemented at
the local level by involving communities.232
The U.S. Bioterrorism Act of 2002 delegates the enforcement
authority to various federal agencies discussed earlier in parts III and IV.
The involvement of various federal agencies illustrates the fragmented
nature of the regulatory oversight.233 The division of authority on the basis
of food categories has led to the problem of overlapping functions within
federal agencies. This leads to a cumbersome structure of guidelines and
rules that might inadvertently lead to confusion and miscommunication on
234
USDA and FDA have distinct regulatory
certain occasions.
approaches. 2 35 The regulatory approach of USDA insists on regular
inspection and prior approval, whereas the FDA conducts random
236
inspection and enforcement.
FDA has limited resources for accomplishing the high tasks related to
food safety. The number of FDA inspections has declined from 29% in
2004 to 22% in 2008.237 The training of the FDA inspectors on food
security issues and procedures is inadequate because regulations in this
case are part of FDA's overall authority over the food system. 2 38 It is
argued that FDA has implemented the U.S. Bioterrorism Act of 2002
requirements covering all the aspects of the food system, even though a
situation does not involve an act of intentional contamination or
*239
terrorism.
FDA was also criticized for wrongly interpreting certain provisions in
an attempt to expand and gain more authority during the Act's rulemaking
process.24 o Public confidence in FDA has also decreased from 80% in the
1970s to 36% in 2006.241 Despite of all the authoritative powers and

232. Id.

233. U.S. GEN. ACCOUNTING OFFICE, FEDERAL FOOD SAFETY AND SECURITY
SYSTEM: FUNDAMENTAL CHANGES NEEDED TO ENSURE SAFE FOOD 3 available at
http://www.gao.gov/new.items/d0247t.pdf (last visited Dec. 17, 2012).
234. Reforming The Food Safety System: What If Consolidation Isn't Enough? 120
HARV. L. REv. 1345, (March 2007).
235. U.S. GEN. ACCOUNTING OFFICE, supra note 85, at 3.
236. Id
237. See JOHNSON; supra note 141, at 3.
238. U.S. GEN. ACCOUNTING OFFICE, VOLUNTARY EFFORTS ARE UNDER WAY, BUT
FEDERAL AGENCIES CANNOT FULLY ASSESS THEIR IMPLEMENTATION (February
2003) available at http://www.gao.gov/new.items/d03342.pdf
239. See RAsCO & BLEDSOE., supra note 3, at 5.
240. Gary Lawson, Dirty Dancing- The FDA Stumbles with the Chevron Two-Step: A
Response to ProfessorNoah, 93 CORNELL L. REv. 927, 936 (2007-2008).
241. Peter Barton Hutt, The State Of Science at the Food and Drug Administration,
60 ADMIN. L. REV. 431, 443(2008).

FOOD AND AGRICULTURAL SECURITY

2012]

343

regulatory constraints, FDA is committed to work as a transparent and open
242
agency.
The involvement of multiple agencies, lack of effective coordination
and poor enforcement due to exiguous budgets, leading to unsatisfactory
compliance with the regulations are identified as the constraints in the
implementation of the U.S. Bioterrorism Act. Moreover, regulatory
authority of the agency also depends on the political climate and
243
To overcome these constraints, the General
contemporary events.
Accountability Office expressed the need to have a single food safety
244
agency.
A. InternationalCompliance

The contradiction between the 'non-discriminatory principle' of the
Sanitary and Phyto-sanitary agreement and title III of the U.S. Bioterrorism
Act of 2002 invokes international trade issues. 24 5 "The rise of the rest" has
brought up a shift in the international system where economic governance
246
is not only controlled by the states, but also by the international bodies.
International food and agricultural trade has to accommodate new rules and
regulations facilitating businesses around the world.247 The objective of the
SPS agreement is to ensure the compliance of sanitary measures on the
basis of scientific principles and evidence towards the protection of human
life and health.24 8 SPS agreement was negotiated among the WTO member
countries in which article 2.3 and article 5.5 are incorporated to avoid
242. See Sarah Taylor Roller, Raqiyyah R. Pippins, & Jennifer W. Ngai, FDA 'S
Expanding Post Market Authority To Monitor And Publicize Food And Consumer
Health Product Risks; The Need For Procedural Safeguards To Reduce
"Transparency" Policy In The Post- 9/11 Regulatory Environment, 64 FOOD & DRUG
L.J. 577, 587-89 (2009) (discussing transparency initiative).
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authority on the basis of safety and efficacy). FDA regulations under the Bioterrorism
Act are also based on the safety concerns especially after the public health threats. Id.
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arbitrary discrimination and the imposition of different conditions on
different countries. 24 9 "Scientific justification, non-discrimination,
equivalence, harmonization and risk assessment" are the basic principles of
the SPS agreement.250 In comparison, title III of the U.S. Bioterrorism Act
enforces different level of protection and discrimination against foreign
countries, a violation of the SPS agreement. The discriminatory
requirements are stated below:
a) Prior notice requirement is compulsory for the foreign imports but
such a requirement is not essential for the domestic facilities.
b) The requirement of establishment and maintenance of records is
applicable for the domestic facilities but it is not required in case of
domestic industry.
c) For the registration, domestic facilities are allowed to use existing
employee as a contact whereas foreign firms have to choose a contact that
is physically present in the U.S.
d) The requirement of risk assessment to support U.S. Bioterrorism
Act of 2002 under article 5 of the SPS agreement is not fulfilled by the
United States.251
Homeland Security Presidential Directive 10 aptly describes the
international nature of food safety crisis by stating that "[a]ttacks with
biological weapons could [c]reate cascading international effects by
disrupting and damaging international trade relationships, potentially
globalizing the impacts of an attack on the U.S. soil." 25 2 According to the
WHO, due to globalization, food production and distribution is not
restricted to any single country or region. 25 3 Any possible agricultural
bioterrorism attack can turn into a widespread socio-economic crisis with
long term effects on international trade.254 Informed knowledge about the
external threats is an important factor in articulating a country's internal
(homeland) security strategy.255 Considering
the
importance
of
international cooperation in food defense, G8 countries have taken
initiatives like sharing practices among the member countries.256 Concrete
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WTO and it's compliance with the U.S. Bioterrorism Act).
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efforts are required to further the steps taken by various international and
regional organizations like APEC and WHO.257 Effective border
management provides protection against all threats comprising air, land and
sea borders. At the same time, it allows legitimate trade and the flow of
people. 258 The 'Offshore Pest Information System' program of the USDA
operates at several ports outside the U.S. with an objective to pre-inspect
agricultural products prior to their shipment to the U.S. 25 9 In the
management of agricultural and food trade, the U.S. needs to inculcate an
"effective and internationally sensitive" approach.260
VII.

CONCLUSION

Taking into account, the earlier incidents and the vulnerability of
critical infrastructure, intentional contamination is a real threat to
agriculture and the food supply. Elimination of the vulnerability and
improving resilience is the central focus of the U.S. Bioterrorism Act. The
U.S. is trying to develop a system that is designed to prevent an agricultural
bioterrorist attack, but there are many problems yet to resolve.
For the effective implementation of the U.S. Bioterrorism Act, it is
vitally important to enforce the regulations at the federal, state and local
levels. In the present circumstances, while there are problems with
implementation at the federal level, the most serious problems concern
state and local enforcement. While federal resources may be insufficient,
nevertheless, almost all of the funding is focused at that level, with little or
no support provided for state and local needs. Thus, dissemination of
adequate resources at the state and local levels and cooperation amongst all
three levels is needed for the successful implementation of the food and
agricultural security strategy envisioned under the U.S. Bioterrorism Act.
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